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ABSTRACT

Smart contracts on programmable blockchains govern billions in decentralized financial assets, yet vulnerabilities such as
re-entrancy, arithmetic overflow, and unexpected delegatecall states remain prevalent. Traditional dynamic symbolic execution
tools suffer from state explosion and fail to provide inductive invariant guarantees across arbitrary transaction sequences. We
present VeriSolv, an automated verification pipeline translating Solidity bytecode directly into horn clauses solved via Z3 and
Eldarica SMT solvers. VeriSolv synthesizes candidate inductive invariants over state transition systems and formally disproves
re-entrancy reachability. Evaluated against 1,840 verified mainnet contracts, VeriSolv detected 99.4% of known historical exploit
vulnerabilities with zero false negatives in certified proofs.
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1. INTRODUCTION & PROBLEM CONTEXT

Decentralized smart contracts executing on EVM-compatible blockchains operate under hostile execution conditions where
programmatic logic once deployed is immutable. Consequently, undetected vulnerabilities—including re-entrancy, unchecked
external calls, and integer arithmetic discrepancies—have precipitated over $4.2 billion in cumulative capital losses. Static analysis
tools relying purely on pattern matching generate unacceptable false discovery rates, while dynamic fuzzing engines fail to
construct formal mathematical certificates establishing the complete absence of state violations.

2. THEORETICAL FRAMEWORK & CORE METHODOLOGY

VeriSolv establishes an end-to-end deductive verification framework. First, the EVM bytecode stream is parsed into a Control Flow
Graph (CFG) where low-level stack mutations are converted into static single assignment (SSA) representations. Second, the
contract's entire state transition space is mapped into a system of Constrained Horn Clauses (CHCs) of the form forall X. (Inv(X)
and Trans(X, X') -> Inv(X")). Candidate inductive invariants are automatically synthesized using counterexample-guided abstract
interpretation (CEGAR) in conjunction with the Z3 theorem prover, formally disproving the reachability of re-entrant state transitions
across multi-transaction boundaries.

3. EXPERIMENTAL EVALUATION & BENCHMARK RESULTS

To evaluate our contribution empirically, we conducted comparative benchmarks under standardized baseline environments. The
quantitative evaluation across key performance indicators is summarized in Table 1.
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Verification System Contracts Evaluated Exploit Detection (%) False Positive Rate (%) Avg Analysis Time
Mythril (Symbolic) 1,840 84.2% 22.4% 142.0's

Slither (Static AST) 1,840 76.5% 31.8% 42s

Manticore (Dynamic) 1,840 81.0% 18.6% 3105s

VeriSolv (SMT-Horn) 1,840 99.4% 1.2% 18.5 s (Certified)

Table 1: Empirical benchmark performance across baseline protocols.
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